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Bulletin Date: May 27, 2021

Purpose

This Bulletin is intended ONLY for the specific security issues identified below which have been rated with a
criticality level of IMPORTANT.

This includes a fixe for the following:
o Corrects a parameter validation issue in the PJL interpreter that could result in 116-324 errors in the

field.

¢ Disables ability to reset Device Admin Password with Xerox Admin Reset Tool.

Software Release Details

Please review this bulletin and consider installation of these versions.

Note: If your software is higher or equal to the versions listed below no action is needed.

Model

System SW version
(Bridge Release)

Link to SW update

and Install Instr.

(Bridge Release)
Windows Installer

v5.3.6

(Bridge Release)

Mac Installer

(Bridge Release)
System SW version
Link to SW update

and Install Instr.

Windows Installer

v5.3.6.19
Mac Installer

Phaser
6510

64.59.11

Available here

WorkCentre
6515

65.59.11

Available here

Available here

Available here

Available here

Available here

64.66.11

Available here

65.66.11

Available here

Available here

Available here

Available here

Available here
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https://www.support.xerox.com/support/phaser-6510/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=147727
https://www.support.xerox.com/support/workcentre-6515/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=147730
https://www.support.xerox.com/support/phaser-6510/file-download/enus.html?operatingSystem=win7x64&fileLanguage=en&contentId=140498&from=downloads&viewArchived=false
https://www.support.xerox.com/support/workcentre-6515/file-download/enus.html?operatingSystem=win7x64&fileLanguage=en&contentId=140498&from=downloads&viewArchived=false
https://www.support.xerox.com/support/phaser-6510/file-download/enus.html?operatingSystem=macOS10_13&fileLanguage=en&contentId=147729
https://www.support.xerox.com/support/workcentre-6515/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=147731
http://www.support.xerox.com/support/phaser-6510/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=151789
http://www.support.xerox.com/support/workcentre-6515/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=151790
http://www.support.xerox.com/support/phaser-6510/file-download/enus.html?operatingSystem=win7x64&fileLanguage=en&contentId=149399&from=downloads&viewArchived=false
http://www.support.xerox.com/support/workcentre-6515/file-download/enus.html?operatingSystem=win7x64&fileLanguage=en&contentId=149399&from=downloads&viewArchived=false
http://www.support.xerox.com/support/phaser-6510/file-download/enus.html?operatingSystem=macOS10_13&fileLanguage=en&contentId=151791
https://www.support.xerox.com/support/workcentre-6515/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=151792

VersaLink

B400

VersaLink
B405

VersaLink
B600/B610

VersaLink
B605/B615

System SW version
(Bridge Release)

37.59.01

38.59.01

32.59.01

33.59.01

Link to SW update
and Install Instr.
(Bridge Release)

Available here

Available here

Available here

Available here

System SW version

37.66.11

38.66.11

32.66.11

33.66.11

Link to SW update
and Install Instr.

Available here

Available here

Available here

Available here

VersaLink

VersaLink

VersaLink

VersaLink

System SW version
(Bridge Release)

B7025/30/35

58.59.11

C400

67.59.01

C405

68.59.01

C500/C600

61.59.01

Link to SW update
and Install Instr.
(Bridge Release)

Available here

Available here

Available here

Available here

System SW version

58.66.11

67.66.11

68.66.11

61.66.11

Link to SW update
and Install Instr.

Available here

Available here

Available here

Available here

C505/C605

C7000

C7020/25/30

VersaLink
C8000/C9000

C8000W

VersaLink

VersaLink

VersaLink

VersaLink

System SW version
(Bridge Release) 62.59.01 56.59.01 57.59.01 70.59.01 N/A
Link to SW update
and Install Instr. Available here | Available here | Available here | Available here N/A
(Bridge Release)
System SW version 62.66.11 56.66.11 57.66.11 70.66.11 72.66.11
Link to SW update | ~iobie here | Available here | Available here | Available here | Available here
and Install Instr.

Unzip the file to a known location on your workstation/computer.
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https://www.support.xerox.com/support/versalink-b400/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=147715
https://www.support.xerox.com/support/versalink-b405/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=147716
https://www.support.xerox.com/support/versalink-b600-b610/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=147719
https://www.support.xerox.com/en-us/product/versalink-b605-b615/content/147720?language=en&platform=win10x64
http://www.support.xerox.com/support/versalink-b400/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=151775
http://www.support.xerox.com/support/versalink-b405/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=151776
http://www.support.xerox.com/support/versalink-b600-b610/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=151780
http://www.support.xerox.com/support/versalink-b605-b615/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=151781
https://www.support.xerox.com/support/versalink-b7025-b7030-b7035/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=147726
https://www.support.xerox.com/support/versalink-c400/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=147717
https://www.support.xerox.com/support/versalink-c405/file-download/enus.html?operatingSystem=win7x64&fileLanguage=en&contentId=147718
https://www.support.xerox.com/support/versalink-c600/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=147721
http://www.support.xerox.com/support/versalink-b7025-b7030-b7035/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=151786
http://www.support.xerox.com/support/versalink-c400/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=151777
http://www.support.xerox.com/support/versalink-c405/file-download/enus.html?operatingSystem=win7x64&fileLanguage=en&contentId=151778
http://www.support.xerox.com/support/versalink-c600/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=151782
https://www.support.xerox.com/support/versalink-c605/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=147722
https://www.support.xerox.com/support/versalink-c7000/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=147723
https://www.support.xerox.com/support/versalink-c7020-c7025-c7030/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=147724
https://www.support.xerox.com/support/versalink-c8000/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=147725
http://www.support.xerox.com/support/versalink-c605/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=151783
http://www.support.xerox.com/support/versalink-c7000/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=151784
http://www.support.xerox.com/support/versalink-c7020-c7025-c7030/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=151785
https://www.support.xerox.com/support/versalink-c8000/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=151787
https://www.support.xerox.com/support/versalink-c8000/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=151788

