Mini Bulletin XRX20J

Xerox® B205/B210/215
SPAR Release 85.000.xx.000

Bulletin Date: June 16, 2020

Purpose

This Bulletin is intended ONLY for the specific security issues identified below which have been rated with a
criticality level of CRITICAL.

This is a SPAR release that includes fixes for the following:

Potential vulnerabilities may exist in the network component used in this Xerox printer and may include, denial
of service or remote code execution. The following CVEs are included for reference:
CVE-2020-11901

CVE-2020-11899

CVE-2020-11900

CVE-2020-11896

CVE-2020-11898

CVE-2020-11904

CVE-2020-11905

CVE-2020-11906

CVE-2020-11907

CVE-2020-11909

CVE-2020-11910

CVE-2020-11911

CVE-2020-11912

CVE-2020-11914

Software Release Details

Please review this bulletin and consider installation of these versions.

Note: If your software is higher or equal to the versions listed below no action is needed.

System SW version 85.000.59.000 | 85.000.59.000 | 88.000.63.000

Link to update and Install Instr | Available here | Available here | Available here

Unzip the file to a known location on your workstation/computer.
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https://www.support.xerox.com/support/xerox-b205-multifunction-printer/file-download/enca.html?operatingSystem=win10x64&fileLanguage=en&contentId=148086
https://www.support.xerox.com/support/xerox-b210-printer/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=148089
https://www.support.xerox.com/support/xerox-b215-multifunction-printer/file-download/enus.html?operatingSystem=win10x64&fileLanguage=en&contentId=148090

