Mini Bulletin XRX18AB

Xerox® Phaser® 6510

Xerox® WorkCentre® 6515**

Xerox® VersaLink® B400* / B405** / B600* / B605** /

B610* / B615** / B70xx** / C400* / C405*** / C500* /
C505** / C600* / C605** / C7000* / C70xx***

*Printer **Multifunction Printer ***Color Multifunction Printer
SPAR Release xx.21.43

Bulletin Date: July 24, 2018

Purpose

This Bulletin is intended ONLY for the specific security problems identified below. The problems identified have been
rated a criticality level of IMPORTANT.

General release that includes the following:
e Prevents the possibility of wireless vulnerability known as Krack (Key Reinstallation Attack)

Software Release Details
If your software is higher or equal to the versions listed below no action is needed.

Otherwise, please review this bulletin and consider installation of this version.

Model Phaser WorkCentre VersalLink Versalink
6510 6515 B400 B405
System SW version 64.31.81 65.31.81 37.31.81 38.31.81

Link to SW update

and Install Instr.

Available here

Available here

Available here

Available here

Windows Installer

Available here

Available here

Not Applicable

Not Applicable

Mac Installer

Available here

Available here

Not Applicable

Not Applicable

VersaLink

VersalLink

VersalLink

VersalLink

System SW version

B600/B610
32.31.81

B605/B615
33.31.81

B7025/30/35
58.31.81

C400
67.31.81

Link to SW update
and Install Inst.

Available here

Available here

Available here

Available here

VersaLink

VersalLink

VersalLink

VersaLink

System SW version

C405
68.31.81

C500/C600
61.31.81

C505/C605
62.31.81

C7000
56.31.81

Link to SW update
and Install Instr.

Available here

Available here

Available here

Available here



http://www.support.xerox.com/support/phaser-6510/file-download/enca.html?operatingSystem=win10x64&fileLanguage=en&contentId=141530&from=downloads&viewArchived=false
http://www.support.xerox.com/support/workcentre-6515/file-download/enca.html?operatingSystem=win10x64&fileLanguage=en&contentId=141529&from=downloads&viewArchived=false
http://www.support.xerox.com/support/versalink-b400/file-download/enca.html?operatingSystem=win10x64&fileLanguage=en&contentId=141511&from=downloads&viewArchived=false
http://www.support.xerox.com/support/versalink-b405/file-download/enca.html?operatingSystem=win10x64&fileLanguage=en&contentId=141514&from=downloads&viewArchived=false
http://www.support.xerox.com/support/phaser-6510/file-download/enus.html?operatingSystem=win7x64&fileLanguage=en&contentId=140498&from=downloads&viewArchived=false
http://www.support.xerox.com/support/workcentre-6515/file-download/enus.html?operatingSystem=win7x64&fileLanguage=en&contentId=140498&from=downloads&viewArchived=false
http://www.support.xerox.com/support/phaser-6510/file-download/enus.html?operatingSystem=macOS10_13&fileLanguage=en&contentId=140393&from=downloads&viewArchived=false
http://www.support.xerox.com/support/phaser-6510/file-download/enus.html?operatingSystem=macOS10_13&fileLanguage=en&contentId=140429&from=downloads&viewArchived=false
http://www.support.xerox.com/support/versalink-b600-b610/file-download/enca.html?operatingSystem=win10x64&fileLanguage=en&contentId=141517&from=downloads&viewArchived=false
http://www.support.xerox.com/support/versalink-b605-b615/file-download/enca.html?operatingSystem=win10x64&fileLanguage=en&contentId=141518&from=downloads&viewArchived=false
http://www.support.xerox.com/support/versalink-b7025-b7030-b7035/file-download/enca.html?operatingSystem=win10x64&fileLanguage=en&contentId=141520&from=downloads&viewArchived=false
http://www.support.xerox.com/support/versalink-c400/file-download/enca.html?operatingSystem=win10x64&fileLanguage=en&contentId=141622&from=downloads&viewArchived=false
http://www.support.xerox.com/support/versalink-c405/file-download/enus.html?operatingSystem=win7x64&fileLanguage=en&contentId=141623&from=downloads&viewArchived=false
http://www.support.xerox.com/support/versalink-c600/file-download/enca.html?operatingSystem=win10x64&fileLanguage=en&contentId=141521&from=downloads&viewArchived=false
http://www.support.xerox.com/support/versalink-c605/file-download/enca.html?operatingSystem=win10x64&fileLanguage=en&contentId=141522&from=downloads&viewArchived=false05/C505
http://www.support.xerox.com/support/versalink-c7000/file-download/enca.html?operatingSystem=win10x64&fileLanguage=en&contentId=141523&from=downldown&viewArchived=false%20

VersalLink
Lforele] C7020/25/30

System SW version 57.31.81
Link to SW update
and Install Instr.

Available here

Unzip the file to a known location on your workstatrion/computer.
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http://www.support.xerox.com/support/versalink-c7020-c7025-c7030/file-download/enca.html?operatingSystem=win10x64&fileLanguage=en&contentId=141524&from=downloads&viewArchived=false

